
o 



< 





1/9 



o 
o 



o 
rsi 



o 

O 



2^ tn 

C CL 
O CX 
U CD 



fM 

s ° 



rvi 



o 



o 

>- 
Q. 

(A 
O 



cu 

CL C 

c o 

LU U 



c 
o 



t:! 3 O (D 



LO 

LO 
LO 



O 

ro 



c 

(U 

■o 
o 
u 
<u 
o 



c 
o 

Q. 

u 



in uondAjDaa 



(U 

1— 3 to 3 



C (U 

o £ 
>- ro 

c 

O o £= 
U U 3 



o cu 
u-o 



0) 

c 
o 



CZ 
(D 

CZ 

o 

CJ 



V 



< 
CO 



o 

LO 



c 
o 

u 

(U 
XJ 

c 
<u 

c 
o 
u 



LO 
CO 
LO 



3 
CL 



ro 

a. 
O 



O 
LO 



< 

CD 



c 
o 

tJ 

3 

X. 

-(-» 
(A 

.E 

c 
o 



3 
T3 
O 

CX 



(U 

u 



U. V0 



o 
t= o 

UJ u 



2/9 



■A 



^ o 
Q) rsi 
1- 1-1 

3- 

if) 3 



o 
c: 

LU 



<u 

ii 

E 2 

LI- LO 



o 



CL 
(U 



P ^ 
C 
(U 

E 
cu 

e 



(38 



UOHdAJDSQ 



c c: 
o o 



Ql 



o 
u 

i5§ 



in 
c 



CD 



I — I 

\ 



(D O 



O (D 





in 




o 






Vi-j 






u 






3 


C 




■a 


ru 




o 










ep 


(O 






(/I 


3 



c 

O LD 
CO 
2 LO 
CD 

O 3 
P CL 



O 
LD 



CD 

E b 



3/9 



FIG. 4 




Specify content to be reproduced |^ 



S202 




4/9 



FIG. 5 



Secure flash unit 




Secure flash unit 
10 hours remaining 



5/9 



rsl 



o 
o 



o 
rs|- 



o 
.1 ^\ 

U 

2 



c 

o _ 
U to 



Dl 



rsl 

i-H 
PsJ 



U 
CD 
C/) 



Lo in 



1-1 
CM 



O 

in 

Q. 
(A 

T3 

O 



CO 
(U 
U 

(U 

to 

C 
(U 

u 
Lj 



CL C 

c o 

LJU U 



o c 
p 3 o ro 

S"§:-EE 
3^11 



cu 

2? £ 
H 



o 

LO 



\ 1 



c 

ZJ 
(U 

■o 
o 
u 
<u 



c 

3 



u 
2 o 



Q. 

LU 



rsl 



A] 



LU ■ ^ 

^ > 



c 

13 









(U 
















•E o c 




3 (/) 3 



> I 



•2 E 



LO 

\ 



o o c 

U O 3 



Ln 



<U r- 



O Q) 

U-o 



(U 

_^ 

c 
a; 

c 
o 
u 



c 

Q) 

c 
o 
u 



25 



< 

CO 



o 

PsJ 
LO 



c 
g 

U 



C 

c 
o 
u 



o 

LO 



CI] 



< 




(U 

4-> 

c 



O 

C o 
LU U 



6/9 



1 



CD 

= o 

»- tH 



u .tr! 

Z3 c 

e - 

Q. 



c 
o 

CL 

u 
c 

LJJ 



E 



c 
E 



uo!;dAjD9a 



T-l- 



(U 

3 ro ■ 

OrrH 
=3 ±i 

I! 

E E 
8 2 



- i 

=3 

c cu 

— ai 
(D fa 

.•t: c 

cn to 

5 £ 



C 

^ 13 

o o 

4-1 4-J 

c <u 

LU -O 



rsi 



rM 



c 
o 
u 



c 


I/) 




o 


"to 










u 








c 




T3 


(U 




O 




i_ 


(D 




ep 


4^ 
fU 




a: 


O) 


3 



O LO 

■»-» ro 

O 3 

2 

II ^ 



7/9 



FIG. 8 



,51 



50 

.52 ^ 



LT-ID 


Update times 


ABC_0011 


2 


DEF_0022 


5 


XYZ_0099 


7 







8/9 



FIG. 9 



( start ;) 



_,S201 
^ 'ReceivecT'^"----....^ |vjo 
content reproduction 
instruction? 

^Yes 



Specify content to be reproduced^ 



S202 



,S203 

Is there corresponding LT?_ 



Yes 



S208 

I ^^^^ 

Error process I 



'S204 

Received — No 

information concerning content 
^ reproduction? 

ryes ^S601 



Read and verify concatenated 
information to which signature 
is applied 



S602 

Is^concatenated~"^~~- 
information valid? 

Yes 



37 



Update and en crypt LT[ -~" 
i 



Increment updating 
times 



S603 



^ . . . 7- — 1^5604 

Sign concatenated information | 



S605 



Write LT and concatenated information to 
which signature is applied into secure flash unit 



C End > 



9/9 



